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“Control Systems” in a Nutshell
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Process Control System (PCS) Safety SystemProcess Control System (PCS) Safety System



“Security” in a Nutshell
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Security is as high as the weakest link:Security is as high as the weakest link:
►Attacker chooses the time, place, method
►Defender needs to protect against all possible attacks

( l k d h b di d)(currently known, and those yet to be discovered)

Security is a system property (not a feature)Security is a system property (not a feature)
Security is a permanent process (not a product)
Security cannot be proven (phase-space-problem)Security cannot be proven (phase-space-problem)
Security is difficult to achieve, and only to 100%-ε

S f fBTW: Security is not a synonym for safety



Overview
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“Control Systems” go “IT”...
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In the past, PCS werep ,
►stand-alone & interconnected using 

proprietary networks only
► d i d if t ll►accessed via modems, if at all
►using own standards,

technologies & meansg
► largely proprietary

Today, PCS
►base on custom-of-the-shelf 

hardware and software (“office IT”)hardware and software ( office IT )
►are highly inter-connected
►determine & impact widelyp y

on our daily life



Control Systems for Living
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 19th 2010

…in the electricity sector COBB County Electric, Georgia…in the electricity sector
…in the oil & gas sector
…in the water & waste sector

Middle European Raw Oil, Czech Republic

Athens Water Supply & Sewage

…in the chemical and
pharmaceutical industry

Merck Sharp & Dohme, Ireland

CCTV Control Room, UK

Reuters TV Master Control Room…in the transport sector
…for production:

► l l th

Reuters TV Master Control Room

CERN Control Centre

►e.g. cars, planes, clothes, news
…in supermarkets

►e g scales fridges►e.g. scales, fridges
…for facility management

►electricity, water, C&V

In the aftermath of the 9/11 attacks & today’s “terroristic” fears:

…for accelerator controls



(R)Evolution: The Past
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(R)Evolution: Today
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This is how PCS can look like
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Controller

Connections toConnections to
sensors & actuators

Controller

Sensors & actuators



Standard Hard and Software 
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standard
desktop PCsp



Standard Security Risks
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standard
desktop PCsp



PCS omitted security aspects!
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PCS security wasy
►hidden (“security through obscurity”)
►never a real concern
►a target for nerds 

TodaToday, 
►Same “office IT”-risks

inherent for PCS
►Same “office IT”-attackers

targeting PCS

But also, today, 
►many entities are paranoid on this►many entities are paranoid on this

̶  in particular after 9/11



“Controls” is not IT ! (1)
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“Office IT” “Controls”
System Life Cycle 3 – 5 years 5 – 20 years

Availability scheduled 24h / 7d / 365d

Office IT Controls

Availability scheduled 
interventions OK

24h / 7d / 365d

Confidentiality high low

Time Criticality delays tolerated critical

Security Knowledge exists usually low

Intrusion detection standard no signaturesIntrusion detection standard …no signatures…
DHCP standard Fixed IPs in hardware 

configurations
Usage of wireless frequent increasing use



“Controls” is not IT ! (2)
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“Office IT” “Controls”Office IT Controls
Changes frequent, formal & 

coordinated
rare, informal & not always 

coordinated

Patches & Upgrades frequent infrequent or impossible
(needs extensive tests) 

coordinated coordinated

Antivirus Software standard rare or impossible
(might block CPU)

R b t t d d i iblReboots standard rare or impossible
(processes will stop)

Password Changes standard rare or impossible

“Office IT”: “CIA” (Confidentiality – Integrity – Availability)
“Controls”: “AIC” (Availability – Integrity – Confidentiality)

Admin Rights to be avoided needs to run controls 

ass o d C a ges s a da d a e o poss b e
(password “hardwired”)A Boeing 777 uses similar technologies to PCS….

processes



Why worry? The Risk Equation
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 19th 2010



Who is the threat ?
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Attacks performed by…ttac s pe o ed by
► Trojans, viruses, worms, …
► Disgruntled (ex-)employees or saboteurs
► Attackers and terrorists

(step-by-step instructions on BlackHat conferences;
freeware hacking tools for “Script Kiddies”)freeware hacking tools for Script Kiddies )

Lack of robustness & lots of stupidityy
► Mal-configured or broken devices flood the network
► Developer / operator “finger trouble”

Lack of procedures
► Fl d d t t h id d b thi d ti► Flawed updates or patches provided by third parties 
► Inappropriate test & maintenance rules / procedures



Damage by Viruses & Worms?
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Damage by Insiders?
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Damage by Attacker? (1)
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Damage by Attacker? (2)
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No Damage, yet? (1)
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No Damage, yet? (2)
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 19th 2010

Crashed CERN 2007

Failed
15%

Crashed
17%

Passed
68%

15%



Damage due to
Lack of Procedures?
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Lack of Procedures?



No Damage at CERN
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Smart Meters: Risk & Hype
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Use case:
► Measuring your consumption at home
► Online with the grid: Optimizing the power usage
► P bli l ibl ff th h lf t k► Publicly accessible, off-the-shelf, open networks

Risks:
► Exploitation of meter vulnerabilities:

registration process, firmware, data, …
► L f fid ti lit► Loss of confidentiality:

customer data available to others
► Loss of integrity:g y

manipulation of reading data
► Loss of availability:

data not available in a timely mannerdata not available in a timely manner
► Misuse as attack platform

courtesy of  M. Tritschler (KEMA)



Mitigation: Today’s Cacophony
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Using “office” IT must alsoUsing office -IT must also 
mean using “office”-security 
technology”:gy
►Apply same security measures
► Inherent differences need to be 

k f ltaken care of separately
►Defence-in-Depth as a basis
► Influence you vendor !!!► Influence you vendor !!!

Too many stakeholders:Too many stakeholders:
►A cacophony in

standards & guidelines
►A cacophony in interest
►No real directions by legislators



Ground Rules for Cyber-Security
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“Defence-in-Depth” protection on every layer:
device/hardware, firmware/operating systems/network protocols, 
software/applications, user/integrator/developer

Separate Patch,Separate
Networks

Patch,
Patch,
Patch !!!

Control
(Remote) Increase

RobustnessAccess Robustness

Review Deepen
C ll b tiDevelopment

Life-Cycle
Collaboration
& Policies



Network Segregation
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Different networksDifferent networks
for different purposes: 

►…for accelerator operations
►…and for experiments
►Campus network for office computing
►Additional protective measures►Additional protective measures

where needed (“VPNs”, ACLs, …)

Restrictions on Controls Networks:Restrictions on Controls Networks:
►Assignment of responsibilities and usage of authorization procedures
►No Internet, no (GPRS) modems, no wireless access points or laptops, ( ) , p p p
►Controlled inter-communication between networks
►Blocked incoming emails & control over visible web pages
►Controlled remote access e g for maintenance development & testing►Controlled remote access, e.g. for maintenance, development & testing
►Traffic monitoring & intrusion detection at the gates



Patch, Patch, Patch !!!
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Ensuring prompt security updates:
► Passing flexibility and responsibility to the experts:► Passing flexibility and responsibility to the experts:

They decide when to install what on which control PC
► Custom management framework for Windows XP/7 & Linux
► NOT patching is NOT an option► NOT patching is NOT an option

Deployment of protective measures:
► Local firewalls
► Anti-virus software & updated signature files

…also on embedded devices !
Checking with vendors patching procedures for oscilloscopes► Checking with vendors patching procedures for oscilloscopes



Control (Remote) Access
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Following “Rule of Least Privilege”:g g
► Restricting all access to minimum 
► Ensuring traceability (who, when, from where)
► Keeping passwords secret

f ll t…for all assets:
► Control PCs & operating systems
► SCADA applications & user interfaces► SCADA applications & user interfaces
► Procedures, documentation, etc.

“Role Based Access Control” for op’s:
► Reduction of “shared” accounts
► Full control for the shift leader of operations
► Multi-factor authentication for critical assets (planned)



Review Development Life-Cycle
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A Boeing 777 uses similar technologiesReviewing procedures for g g
to Process Control Systems

g p
► ...development of

hardware & applications
► system testing► ...system testing
► ...deployment
► ...operations
► maintenance & b g fi ing► ...maintenance & bug fixing
►Use of software versioning systems,

configuration management, and
integration frameworks (CVS SVN Git)integration frameworks (CVS, SVN, Git)

Protecting operationsProtecting operations 
►Keeping development separated from operations

(eventually debugging might need access to full accelerator hardware)
►Avoiding online changes for the sake of safe operations:►Avoiding online changes for the sake of safe operations:

Online changes must be authorized by the shift leader for operations 



Understand the Risks
Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Control Systems Under Attack !?” — Dr. Stefan Lüders — July 19th 2010

CrashedPLCs and other controls devices
are completely unprotected:

►No firewall no anti virus nothing
Failed
15%

Crashed
17%

►No firewall, no anti-virus, nothing

Thorough Risk Assessment:
Passed

68%

15%

CERN 2007
Thorough Risk Assessment:

►Building asset inventory
►Understanding dependencies
►R i l bilit t l thi►Running vulnerability tools on everything

(e.g . PLCs, control PCs, SCADA, data historians, Web servers)
►Determination of weaknesses & risks
►Applying “Security Baselines”

i.e. a contract on security with recommendations
for configuration settings, protective means, procedures & trainingg g g



Deepen Collaboration
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Bringing together experts:
► Control system experts know

their systems by heart – but IT concepts ? 
► IT people often don’t know controlsp p

– but IT security they do
► Win mutual trust & get their buy-in
► Gain synergy effectsy gy

Training of users and raise awareness

Looking outside!
► Following the basic standards of Industry
► Establishing contacts inside the HEP community,

with governments, with industry, ...g y
► Spread the word to the vendors, and...



(Too) Many Standards... ?
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“Good Practice Guidelines Parts 1-7”
U K Centre for the Protection of National Infrastructure (CPNI)U.K. Centre for the Protection of National Infrastructure (CPNI)
http://www.cpni.gov.uk/Products/guidelines.aspx

“Manufacturing and Control Systems Security”
ANSI/ISA SP99 TR99.00.01-04
http://www.isa.org/MSTemplate.cfm?MicrositeID=988&CommitteeID=6821 

“Guide to SCADA and Industrial Control Systems Security”
NIST SP800-82NIST SP800-82
http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf 

“Critical Infrastructure Protection CIP-002 to CIP-009”
U.S. Federal Energy Regulatory Commission (FERC) 
http://www.nerc.com/page.php?cid=2%7C20 

“Information Technology ― Security Techniques”
ISO/IEC 27001:2005 and following

Plus standards of:
American Gas Association (AGA)  Int’l Society for Pharmaceutical Engineering (ISPE)
U.S. Chemical Industry (CIDX) Norwegian Oil Industry Association (OLF)

Lot’s of money dumped (wasted?) to have better CIP…
y ( ) g y ( )

German Federal Association of the Gas and Water Industries ...



Some more cooks…
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Government Initiatives:

Global Key Players:y y

Mixed Communities: EuroSCSIE

(This list is not intended to be complete.)         



Today’s only (?) regulation
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NIST 800-53 & 53ANIST 800 53 & 53A
►Help to identify,

control, mitigate risks
t i f ti d i f ti tto information and information systems

►Recommendations and guidelines for 
selecting and specifyingg p y g
safeguards & countermeasures

►Foundation for risk assessment

…how does this apply to PCS
(e.g. NIST SP800-82) ?( g )

http://csrc.nist.gov/publications/drafts/800-82/draft_sp800-82-fpd.pdf



Summary
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