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= CERN networks

= Campus network
= LHC network

= CERN openlab NCC




CERN campus network
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“s=  The'CERN Networks Facts and Figures
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mdThree distinct multi-ten-gigabit backbones
150+ very high performance routers
3’700+ subnets
2200+ switches (increasing)
50°000 active user devices (exploding)
80°000 sockets — 5’000 km of UTP cable
400+ starpoints (from 20 to 1’000 outlets)
5’000 km of fibers (CERN owned)
150 Gbps of WAN connectivity
4.8 TB LCG core

Desktops, HPC, VoIP, Process control, etc

Extremely Dynamic

e 1’500+ requests for
Moves-Adds-Changes per month

e ISP like (2x more visitors than staff)

m Multi vendor site using onll\‘ standards




Va¥..8 Switches & Routers
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Ny e Network Management (1)
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* LCERN is “particular”

= Very large infrastructure all centrally managed

= Large number of network devices (of different
manufacturers)

= Very limited staff, rationalization

= 10+ years of development of our own NMS
« ~5 software developers
« Extremely high level of automation
« 500°000+ lines of code/150+ DB tables

= Only one commercial package
* Network Supervision: SPECTRUM (CA)




Network Managemen

2500 network devices

Configuratio
Manager

Firewall

“If it does not fit, it will not happen”
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DNS Stats

~2500 DNS queries/sec (all CERN DNS servers)

ip-srv-1 Cern_DNS Number of queries

i
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Wesk 27 Wesk 283 Wesk 29
Finm Awg Maxiawvg) Curr
381.14 546 .34 1.02 k 549 .77
o.o00 1.1 m 5.832 m 2.36 m
154 .42 199,20 423.49 199,24
144 .52 213 .88 542 .06 199 .85
20.47 2.52 110.50 24 .94
.09 12.49 19.40 12.71
SPECTRUM Report Gateway
Last Updated: Tue Jul 27 10:23:458 2010
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Total DHCP Usage (as of Mon Jul 26 14:45:13 2010)
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Nl LHC Networking
TO/T1/T2 Interconnectlwty

s and T1s are mter connected\
. by the general purpose research

/ networks [}
—| g'dl'(i
T2
Dedicated
[ — || Any Tier-2 may Broo 10\Gb'|t I%
\ =, access data at @ ASCC

\ any Tier-1

4m




%\ 1em The Roles of Tier Centers

11 Tierls, over 100 Tier2s

— LHC Computing will be more dynamic & network-

—~ oo —
¢Prompt calibration and t.ed

alignment ®Reprocessing

#Reconstruction ¢ Store part of
#Store complete set of RAW processed data
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*"1t consists of any TO-T1 or T1-T1 link which is
dedicated to the transport of WLCG traffic

» |t's based on 10Gbps light path technologies

» Infrastructure is provided by GEANT, US
LHCNet, National Research and Education
Networks (NREN) and Commercial links

= 70°'000 km of optical paths
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N e m LHCOPN map
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2G ASnet
1G C anarie-Su rinet 1G Canare-ES net
= — l
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L. Beeso L .
167 1 AS 3152
117103 . 96.0/20 206.12.1.0024 130.199.185.0v24 131.225.2.0/24
140,109 98.0/24 206.12.9.64'28 = 130.199 48.0/23 131.225.160.0v24
140.109.102.0v24 [V o 130.199.54. /24 - 131.225.184. W22
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106G Norduned Geant

FR-lCCIH2P3

193.48.99.0024 (7

NL-T1

e
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145.100.17.0/28
AS1104

194.171.96.128/25

I'I'-I:IFN-CHAF

5 :
193.109.172.0024 7

192.135.23.0024 :
131.154.128.0MF 7

[10G DFN-SWITCH-GARR

105 DFN-Renater

2x1G local intercomnmecfion

1G USLHCnetES net

o=
— T0-T1 and T1-T1 traffic = Alice | = Afas
— T1-T1 trafiic only B=CMS =LHCb
= == s Mot deployed yet i = internet backup available
BN (thick) >=10Gbps p2p prefoc 192.16.166.0/24

s (thin) <10Gbps edoar do marteli@ cemn.ch 20 100630
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Michael Enrico (DANTE)
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Collisions and
, Luminosity Increase
LHCOPN TOTAL Traffic Flow 1 (O
/ LR ' Preparation for the LHC '
startup
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CINBAD (2007-)
&
WIND (2010-)
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CERN Investigation of Network Behaviour
and Anomaly Detection

Project Goal

“To understand the behaviour of large computer
networks (70°000+ nodes) in High Performance
Computing or large Campus installations to be able
to:

= Detect traffic anomalies in the system

= Be able to perform trend analysis

= Automatically take counter measures

= Provide post-mortem analysis facilities “
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. storage

collectors

analysis
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= Based on packet sampling (RFC 3176)

= on average 1-out-of-N packet is sampled by an agent
and sent to a collector

» packet header and payload included (max 128 bytes)
— switching/routing/transport protocol information
— application protocol data (e.g. http, dns)

sFlow Collector

= SNMP counters included

= low CPU/memory requirements — scalable

= For more detalls, see our technical report

http://openlab-mu-internal.web.cern.ch/openlab-mu-internal/Documents/2_Technical_Documents/Technical_Reports/2007/RJ-MM_SamplingReport.pdf
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Collector

(O
D99

Collector -~

\y/

\;/

Redundant P % %
Level Il Processing

Level Il Processing
Data Mining

v' Current collection based on traffic from ~1000 switches
v' ~6000 sampled packets per second
v'~ 3500 snmp counter sets per second
v'~100GB per day
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| || CINBAD-eye

CINBAD-eye

Host Activity and Connectivity, Trends

. - P,
[@Tmﬂytm C-snort | CDump | CTrends | switches | Flow Activity | C-Netiive | C-Snort | C-Dump | C-Trends |
Available Setups Possible Domains Fri 01/01/2010 15 00~
Host IP Address: [128.141.43. ¥ gylE;Tfeiﬂ’g — 4| ALLPORTS i [t 0o
1otoco Relo Tren 3 R} PORTABLE PORTS wea 230082010 | ¢ | [[15F 0o
(15 [ 0o (s 10 R Ratio Trend WIRELESS PORTS L
15 0 15 10 Hosts per port Trend =| |FIXED AND NOT WIRELESS PORTS i
Tue Jun 22 15:00:00 CEST 2010<->Tue Jun 22 15:10:00 CEST 2010 Flow Ratio Trend RESERVED PORTS | | [Execute Clear
() —_ : = . © || [Storage trend ~| |ALLNOT RESERVED PORTS
Timestamp Source Destination TCP_...|UDP_...|ICMP_..|OTHE...[TCP_S.|UDP_...|ICMP_..|OTHE... [v] Log scale
2010-06-22 15:00:00.0 |128.141.43 9% 137.138.133 0 0 0 o 126 0 0 0]~
2010-06-22 15:00:00.0 |137.138.914 128.141.45 # 11 0 0 0| 2398 0 0 o= [ "
2010-06-22 15:00:00.0 [7.7.7.7 128.141.48. 14 0 0 0| 15866, 0 0 0
2010-06-22 15:00:00.0 |128. 14140888  |137.138.16 0 2 0 0 o 158 0 0
2010-06-22 15:00:00.0 |128.141.43. 137.138.24% 7 0 0 0 60 0 0 0+
Source Destination | TCP_CO..|UDP_CO..[ICMP_CO.[OTHER .| TCP_SIZE |UDP_SIZE|ICMP_SIZE[OTHER .. L WWWWWWV

128.141.48.108 137.138.133.94% 2 0 0 0 186 0 0 0|~
137138145177 [128.141.43 94§ 31 0 0 0 22992 0 0 0
137.138.91.200 141,484 45 0 0 0 46693 0 0 0
128.141.48.108 137.138.25 wil 20 0 0 0 10059 0 0 0
128.141.48.108 137.133.137%0 1 0 0 0 60 0 0 0 1
128.141.48.108 137.138.144 09 13 0 0 0 1189 0 0 o|=
128.141.48.108 137.138.133. a8 1 0 EEae 0 0 0
137.138.241.226 _ [128.141.48. 9% 1 0 |31 s oo smmmm, 13, 10 0 0 0
128.141.48.108 137.138.160. 4908 50 0 0 0 0
137138160192 |128.141.42. o8 20 0 |RSL-S-REPZMgakaee, 124, 1N 0 0 0 20001230 2010-01-14 2010-01-29 2010-02-13 20100228 2010-03-15 2010-03-30 2010-04-14 20100420 2010-05-14 20100528 2010-06-13
137.138.142.25 128.141.45. 0 6 0 0 0 1216 0 0 0 —TCP_RATIO —UDP_RATIO — ICMP_RATIO  OTHER_RATIO
128.141.48.108 137.138.01 848 0 0 0 0 6101 0 0 0
128.141.48.108 137.138.16@ 0 8 0 0 0 629 0 0
137138133145 [128.141.42 W 14 0 0 0 4660 0 0 0
137.138.28 145 12814145 9 6 0 0 0 3321 0 0 0
12814148108 [137.138.139. 5 0 0 0 670 0 0 0 =
128.141.48.108 137.138.145 4 54 0 0 0 24582 0 0 0~ 2010-05-28 2010-06-04 2010-06-11 2010-06-18

- i Z3 I k=) J,ﬂ,,,, ,j
|2 | CINBAD-eye = = m

[ Switches | Flow Activity | C-Netlive | C-Snort | C-Dump | C-Trends |

HostIP Address: [128.141.4. Host MAC Address:

[mon 14062010 | ¢ |[ 155 [ 0oF [wed 23062010 | ¢ | [(15E] 00}

Valid From Valid To Host MAC HostIP Host Name Switch Name ] Switch Interface SAMPLE_COUNT SAMPLE_SIZE
2010-05-25 12:26:33.0 2010-06-16 17:04:02.0 D3:D3: 554N 128.141.45 5009 ARG R31- st 124 429356 109480635
2010-05-25 12:26:33.0 2010-06-16 17:04:06.0 D8:D3: 128.141. 45l Eoo oy U31—Sw 13 671674 227127287
2010-06-21 16:14:09.0 2010-06-23 14:04:58.0 D3:D3: SR 128.141.45 W williay u31-s 13 20273 4562076
2010-06-21 16:14:09.0 2010-06-23 14:04:58.0 D3:D3: Mgl tmaie 128.141.43. ¥ R R31-Sm..l 124 9135 1849493

—_— e —— T

24
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= Statistical analysis methods

= detect a change from “normal network behavior”
e selection of suitable metrics is needed

= can detect new, unknown anomalies
= poor anomaly type identification

= Signhature based

= we ported SNORT to work with sampled data
= performs well against known problems

= tends to have low false positive rate

= does not work against unknown anomalies

25
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™ ;: Synergy from both detection technigues
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_ ﬂ i Translation
S “SNORT ORG
i Rules
Sample-based
R R R L LR R L DR SNORT evaluation Anomaly
Incoming sflow stream>< engine Alerts
Statistical /
Analysis
engine _ New
Signatures

‘%h T lNew baselines

Traffic
Profiles

26
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[ Extended Flow Activity

@[suno1non010 | ¢ | 00F] oo autaremasn

| Flow Count Graph | Entropy |

Entropy

Switches | Flow Activity | C-Netlive C-Snort | C-Dump | C-Trends

Statistical and Signature-based Anomaly Detection

HostIP Address: [128.141220088 || [Executel || Exportto.. |

rrroosos o] 7 om0 ] [ 3

FriJun 18 17:23:33 CEST 2010<->Fri Jun 18 17:28:33 CEST 2010

Timestamp Source Destination Signature Name Payload
2010-06-18 17:23:33.0 128.141.230! 99.13.55448 CINBAD BifTorrent 1 |d1:ad2:id20:5...|...,....| =
2010-06-18 17:23:33.0 128.141.230. 9913554 ET P2P BitTorrent D...|d1:ad2:id20:5...|
2010-06-18 17:23:34.0 128.141 230! 24.222.198. CINBAD BifTorrent 2 |d1:rd2:id20:5.
2010-06-18 17:23:35.0 128.141.230 i 65.188.44. CINBAD BifTorrent 1 |d1:ad2:id20:5.
2010-06-18 17:23:36.0 128.141.230 4 24.222.195. e CINBAD BifTorrent 2 |d1:rd2:id20:5...|
2010-06-18 17:23:37.0 £8.224 25 1k 128.141.230. CINBAD BifTorrent 2 |d1:rd2:id20:P. ..
2010-06-18 17:23:37.0 £9.245.185. 128.141.2304 CINBAD BifTarrent 2 |d1:rd2:id20:.9.6C.2...
2010-06-18 17:23:37.0 128.141.230: 173.69.143. ET P2P BitTorrent p... |........... ..@.
2010-06-18 17:23:38.0 71.232.161 128.141.230 CINBAD BifTorrent 2 |d1:rd2:id20:Q...8.......
2010-06-18 17:23:38.0 128.141. 173.217.112.008 ET P2P BitTorrentp....|.......{.. @..@
2010-06-18 17:23:30.0 128.141. 7272123, CINBAD BifTorrent 1 |d1:ad2:id20:5..|.........
2010-06-18 17:23:39.0 128.141.230. 08 173.217.112 ET P2P BitTorrent p...|.......N....@.
2010-06-18 17:23:40.0 128.141.230.40 173.217.112. 90 ET P2P BitTorrentp...|....N....@.
2010-06-18 17:23:41.0 128.141.230. 908 76.98.157 4l CINBAD BifTorrent 1
2010-06-18 17:23:42.0 77.97.16.98 128.141.230. 90 CINBAD BifTarrent 2 |d1:rd2:id20:.5..&lt;
2010-06-18 17:23:44.0 98.30.144. 99 128.141.230 4l CINBAD BifTorrent 2 |d1:rd2:id20:.L..3.7.... ||
N10NRA2 1732440 192 141 330 e 23 994 133 ! (CIKIBAD RitfTarrant 4 1d4-242-id20-6 |
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Wireless Infrastructure Network Deployment

Project Goals

= Analyze the problems of large scale wireless deployments and
understand the constraints

= Simulate behaviour of WLAN

= Develop new optimisation algorithms

= Verify them in the real world

= Improve and refine the algorithms

= Deliver : algorithms, guidelines, solutions
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WLAN deployments are problematic

Radio propagation is very difficult to predict
» [nterference an ever present danger
= WLANSs difficult to properly deploy

= Monitoring was not an issue when the first standards were
developed

» When administrators are struggling just to operate the WLAN,
performance optimisation is often forgotten




lem Exampl

ax data rate in 0031-S: The APs work on 3 independent channels

S. Ceuterickx
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Thank you!
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